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Then you will know the truth and the truth will set you free.
John 8:32

Editor's Note
Edition 5 Issue 3

We Are Almost On

Time

But

No Editor's Note

why?

A ZERO-DAYREMOTE CODE EXECUTION (RCE) VULNERABILITYHAS BEEN
DISCOVERED THAT AFFECTS SPRING CORE ON JAVA DEVELOPMENT KIT VERSIONS 9

AND LATER. THE VULNERABILITY IS NAMED SPRING4SHELL.
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On the Attacker System, let's create a new directory named "ohirom" (The name is just random).

While packaging Linux Trojan, the first thing we need to know is the target system architecture
and version of Linux.. Every target system architecture has its own app. So this should be precise.
For example. for this scenario, we will target Ubuntu 20.04 system. So we will go to the
https://packages.ubuntu.com website and select our target OS.

How Hackers Infect Linux Systems With Malware

REAL WORLD HACKING

A general misconception is that Linux is immune to malware. However,
Crowdstrike reported earlier this year that Linux Malware rose by 35% in year 2021 .
But how is Linux infected with Malware? In this Month's Issue, our readers will learn

about one hacking scenario as to how hackers infect Linux systems with malware.

One of the reasons why Linux is secure is its App Stores and Package
Managers. Linux Package Management Systems make sure that the apps they provide
are secure. Just like Windows, as long as users get their apps from these app stores or
trusted sources, they are safe. But what if they fall victim to an untrusted source? Let's

see how a trusted app is packaged with malware.





and download any official software package. Here we can see all the video related packages for
Ubuntu 20.04 target. Let's download the "bino video player" package for this scenario.

Bino is a 3D Video Player. We are going to show you how to bundle this video player app with
our trojan and send it to victims.



As you scroll down the above page, you can see the download links for the bino video player.

Make sure you download the package for the correct architecture. Here, for this scenario, we will
be targeting amd64.



A Debian package is downloaded as shown below.

Next, we need to un-package the Debian package using “dpkg -x” command as shown below. On
Linux operating systems that use Debian package management, the dpkg command is used to
query, install, remove and maintain the Debian software packages and their dependencies. Here,
we are unpacking the contents of the Debian package into a directory "bino_video_player".

However, "dpkg -x" extracts only some of the contents of the Debian package. To extract all the
contents, we need to use another command "ar -x" on the Debian package. It will unpack three
new files “control.tar.xz, data.tar.xz” and “debian-binary”.

Copy all these files into the "bino_video_player" directory we created.



The “control.tar.xz” folder is very important for us as this contains two critical files that are used in
embedding codes in the app. Let's create a new folder named "control" and using tar extract the
contents of the file "control.tar.xz" into that directory.

Two files got extracted : “control” and “md5sums”.

Actually, we needed another file to be extracted. But, no problem we can just create the file.
Inside the "control" folder, using your favourite text editor create a file named "postinst".

In the same directory, where "control" folder is created, create another folder named "DEBIAN".

"Coper malware apps are modular in design and include a multi-stage
infection method and many defensive tactics to survive removal attempts,"

- Cyble, Cybersecurity Company.



and then copy the files "control" and "postinst" from the CONTROL folder to the DEBIAN folder
as shown below.

Now, open the “postinst” file in DEBIAN folder and add the malicious code. For example, we are
adding code for a simple bash reverse shell in this scenario. This reverse shell connects to our
Attacker System.



We have successfully embedded our app with malware. It's time to rebuild the package.

bino_video_player.deb is the name of the new Debian package we created. This package needs
to be sent to the victims. Hackers use social engineering to lure victims to download this malicious
package and install it. Let's start a netcat listener on the attacker system.

Once the victim falls for social engineering and downloads our malicious package and installs it,

Researchers found over 7 Apps on Google Play Store acting as Antivirus
provider but secretly installing SharkBot Trojan.



A 32-year-old Ukrainian national has been sentenced to five years in
prison in the U.S. for the individual's criminal work as a "high-level hacker"

in the financially motivated group FIN7.



the bino video player will open normally on the victim system as shown below.

But on the attacker system, the attacker already receives the shell as shown below.



Nice and clean.

Dirty Pipe : Linux Privilege Escalation

REAL WORLD HACKING

DIRTY PIPE VULNERABILITY

Considered to be more prevalent than the Dirty Cow vulnerability and more simpler to
  exploit, the Dirty Pipe vulnerability affects Linux kernels since 5.8. To make it worse,
  this vulnerability affects even Android as its OS is based on Linux. Dubbed as CVE-
  2022-0847, this vulnerability is fixed in kernel versions 5. 16. 1 1 , 5. 1 5. 25 and
  5. 1 0. 1 02.

  To understand the Dirty Pipe vulnerability, readers need to understand a few concepts
  in Linux.

1 Pipe : A pipe is a data channel that is used for uni-directional inter-process
communication in Linux.

2.Memory Page : Whenever some data is written to a pipe, a page is allocated to it. A
  page is ring of a struct pipe buffer implemented by the Linux kernel. The first write to
any pipe is allocated a page which is over 4 kB worth of data. If the latest data written
  to a pipe does not fill the page completely, the following data written will be appended
  to the same page instead of being allocated a new page.

For example, let’s say 2Kb of data is written to a pipe for which a page is allocated.
When the subsequent 1KB of data is written to a pipe, this 1KB of data is appended to
the same page instead of being allocated a new page. Anonymous Pipe Buffers work
like this.
3. Page Cache : Memory pages are handled by kernel subsystem called page cache.
When- ever any file is read or being written, the data is put into the page cache. This



In the above Real World Hacking Scenario of "How Hackers Infect Linux With Malware", you ha
-ve seen that we got a shell with Root privileges right away. Every time we may not get lucky. So
let's assume we got a shell with low privileges on the target system as shown below.

Checking the kernel gives us info that it is vulnerable to Dirty Pipe.

is done to avoid accessing disk for any subsequent reads and writes. This data
in the page cache remains for some time until the kernel decides it needs that space for
  a better purpose. A page cache becomes “dirty” when the data inside the cache has
  altered from what is on the disk. This is where the name of the vulnerability comes
  from.understand the Dirty Pipe vulnerability, readers need to understand a few
concepts in Linux.

4 Pipe Flag : The status and permissions for the data in the pipe are specified by Pipe
Flags. For DirtyPipe vulnerability, a flag named PIPE_BUF_FLAG_CAN_MERGE
plays an important role by specifying that the data buffer inside the pipe can be merged.

5. System Calls : System Calls or syscalls are methods that can send requests to the ker-
nel from the user space (the portion ofmemory containing unprivileged processes run
by a user). System Call is the fundamental interface between an application and Linux
Kernel.

6. Splice () : Splice is a syscall that was introduced since Linux 2.6. 1 6 that can move
data between pipes and file descriptors without user space (the portion ofmemory
containing unprivileged processes run by a user) interaction.

Now, since you have been explained the basic concepts that make this vulnerability work
, let’s get into the vulnerability itself.

Whenever any data is copied from a file into the pipe using splice() function, the kernel
will first load the data into the page cache as already explained above. Then kernel will
create a struct pipe_buffer inside the page cache. However unlike anonymous pipe
buffers, any additional data written to the pipe must not be appended to such a page
because the page is owned by the page cache, not by the pipe.

Since the page cache is run by kernel (high privileges), any user with low privileges can
exploit this vulnerability to take an action requiring high privileges.



So let us first check if the system has git installed.

Git is installed. Them we check if gcc is installed. As readers may already know, gcc is used for
compiling C exploits.



It is installed too. It is a very good practice in ethical hacking to use the resources already present
on the victim system as long as possible to get things done. This is because the more resources
you install on the target system the more chances of the hack getting detected.

So using git, I clone one CVE-2022-0847 exploit onto the target system (This is the same exploit
we used in our recent blogpost) .

As usual, I compile it next.

After compilation, I execute the exploit.

It worked. A new root user has been created. However, when I try to login as the newly created
ROOT user, it fails.



There's no guarantee that every exploit that works in prototype labs will work in Real World. We
need to prepared for this. Next, I research and this time find another exploit for Dirty Pipe.

This one has two exploits for exploiting Dirty Pipe.



The 'exploit-1 .c' works by modifying or overwriting arbitrary read only files. The exploit code has
been configured to replace the root password with the password "piped" (just like in our blogpost)
and will take a backup of the /etc/passwd file under /tmp/passwd.bak. Going an extra mile, the
exploit will restore the original passwd file after giving us the elevated root shell. Let's see how it
works.

The second exploit 'exploit-2.c' exploits Dirty Pipe vulnerability by injecting and overwriting data
in read-only SUID process memory that run as root. For this we need SUID binaries running as
root.



Just like the Dirty Pipe scenario, assume we have gained a shell with Low Privileges on the target
system as shown below.

Netfilter CVE-2022 - 25636 : Linux Privilege Escalation

REAL WORLD HACKING

LINUX NETFILTER CVE - 2022 - 25636 VULNERABILITY

CVE-2022-25636 is a vulnerability that affects the Linux Netfilter component.
What is netfilter? It is an open source framework provided by the Linux kernel that

allows various networking-related operations to be implemented in the form of
customized handlers. Its functions include packet filtering, network address translation

and port translation. All Linux Firewall utilities i. e Iptables, nftables, ufw etc use
Netfilter in their operations.

Exploitation of this vulnerability can give attackers root privileges on the target system,
allow them to escape containers and in worst case induce a kernel panic. This

vulnerability affects Linux kernel versions 5. 4 to 5.6. 1 0. The target OS include
Ubuntu, Debian, RedHat etc.

However, there’s no clarity on which kernel versions are actually vulnerable. In our
testing, this failed to work on Ubuntu 21 . 1 0 kernel version 5. 1 3. 0-10 but worked
every time on Ubuntu 21 . 1 0 with kernel version 5. 1 3. 0-30 (without giving any

panic). Let’s have a look at how the exploitation worked for me.

Anyone trying to exploit this privilege escalation vulnerability needs to have access on
the target system with low privileges.

London Police charged two teenagers as being a part of LapSUS Hacking
Group.



After checking the kernel, I wanted to check out if this can be exploited using CVE=2022-25636.
Using git, I downloaded the exploit.

Then I compiled the exploit as shown below.



Then all that is left is executing the exploit as shown below.

Voila. I have a root shell.
Can't

Can't fit any ofmy tidbits here.



Welcome to Metasploit This Month. Let us learn about the latest exploit modules of Metasploit
and how they fare in our tests.

Wordpress Plugin Catch Themes Demo Import File Upload Module

TARGET: WP Catch Themes Demo Import Plugin < 1.8 TYPE: Remote
  MODULE : Exploit       ANTI-MALWARE : NA

Catch Themes Demo Import is a free WordPress plugin that allows users to import any demo
they like in just a single click. It has over 10,000 active installations. All the above mentioned versi-
ons of this plugin have a authenticated RCE vulnerability that can be triggered by arbitrary file
uploads. This file upload vulnerability is present in the ` ~/inc/CatchThemesDemoImport.php` file
due to insufficient file type validation.

We have tested this exploit module on Catch Themes Demo Import Plugin 1 .6.1 . The
download information for the vulnerable plugin is given in our Downloads section. Let's see how
this module works. Start Metasploit and load the wp_catch_themes_demo_import module as
shown below.

Windows 10, Ubuntu OverLayFS, Wordpress and Log4shell Modules

METASPLOIT THIS MONTH

Can't

North Korean Hacker Group "Lazarus Group" is reportedly distributing
Trojanized DeFi Wallet Apps to steal Crypto currency.



Set all the required options as shown below and use 'check' command to confirm if the target is
indeed vulnerable.

Can't

Cybersecurity Researchers found a first-of-its-kind malware that targets
Amazon Web Services' (AWS) Lambda serverless computing platform. They

dubbed it "Denonia".



It is reported by module writers that the 'check' functionality may fail to detect the vulnerability
due to the "readme" file of the plugin not showing proper version number line. So even if the
check command doesn't confirm the vulnerability, execute the module.

As readers can see, we successfully have a meterpreter session on the target Wordpress.
Can't

Hacker Groups targeting Ukraine are increasingly using Browser In The
Browser attack.



Windows 10 CVE-2021 -40449 Privilege Escalation Module

TARGET: Windows 10 (without October 2021 Patches) TYPE: Local  
    MODULE : PE       ANTI-MALWARE : OFF

Windows Win32k kernel has a function called NtGdiResetDC() . This function is exploited by
this module to elevate privileges on the target system. The vulnerability exists because this functio-
n calls ` hdcOpenDCW()` which in turn performs a user mode call back. It is during this callback
that this module calls the 'NtGdiResetDC()` function once again with the same handle as before.
This results in the PDC object referenced by this handle being freed.

Then this module will replace the memory referenced by the handle with its own object and
then pass execution back to the original `NtGdiResetDC()` call (the first call) . However, this call
will now use the attacker's object without performing any validation. This will allow the exploit to
manipulate the state of the kernel and with the help of additional techniques elevate privileges as
NT AUTHORITY\SYSTEM.

We have tested this exploit module on Windows 10 1809 build 17763. Let's see how this
module works. Since this is a privilege escalation module, we need to get an initial shell on the
target Windows system with limited privileges.

Once you have a meterpreter session with low privileges, Background the session and load the
cve_2021_40449 module.

Can't

There is a first ever Python based Ransomware Attack going on that is
making Jupyter Notebooks its target.





Set all the required options as shown below and use 'check' command to confirm if the target is
indeed vulnerable.

The target is indeed vulnerable. Execute the module.



As readers can see, now we successfully have a meterpreter session with NT
AUTHORITY \SYSTEM on the target Windows system.

Ubuntu OverlayFS CVE-2021 -3493 PE Module

TARGET: Ubuntu 14.04 -20.04 TYPE: Local  

    MODULE : PE       ANTI-MALWARE : NA

OverlayFS is a mount filesystem implementation of Linux. The above mentioned versions of
Ubuntu have a vulnerability in implementation of this overlayfs. The vulnerability arises due to fai
-lure in verifying the ability of a user to set the attributes in a running executable.

We have tested this exploit module on Ubuntu 18.04. Let's see how this module works. Since
this is a privilege escalation module, we need to get an initial shell on the target Linux system with
limited privileges.



Once you have a meterpreter session with low privileges, Background the session and load the
cve_2021_3493_overlayfs module.



Set the SESSION ID of the meterpreter session we just sent to background and use 'check'
command to confirm if the target is indeed vulnerable.

The target is indeed vulnerable. Execute the module.

Can't
Transparent Tribe, allegedly a Pakistani Hacking Group is targeting military

personnel of both India and Afghanistan with a Windows based Trojan
named Crimson RAT.



As readers can see, now we successfully have a meterpreter session with ROOT privileges on the
target system.

ManageEngine ADSelfService CVE-2021 -40539 Auth Bypass Module

TARGET: ManageEngine ADSelfService Plus TYPE: Remote
      MODULE : Remote       ANTI-MALWARE : NA

The above mentioned software suffers from a authentication bypass vulnerability in REST
API. This module exploits the vulnerability to bypass authentication, uploads a malicious JAR file
and executes it as the user running ADSelfService Plus. If the ADSelfService Plus is running as a
service, we get a shell with SYSTEM privileges.

We have tested this exploit module by installing ManageEngine ADSelfService Plus on
Windows Server 2016. The download information of the vulnerable software is given in our Dow-
nloads section. Let's see how this module works. After finishing installation of ManageEngine
ADSelfService Plus on Windows Server 2016 (domain is not needed), load the manageengine_ ad
-selfservice_plus_cve_2021_40539 module.





Set all the required options and use check command to see if the target is indeed vulnerable.

The target is indeed vulnerable. Execute the module.



As readers can see, now we successfully have a meterpreter on the target system.

Wordpress WPS_Hide_Login Plugin CVE-2021 -24917 Module

TARGET: Wordpress WPS_Hide_Login Plugin <=1.9 TYPE: Remote
      MODULE : Auxiliary       ANTI-MALWARE : NA

WPS Hide Login is a Wordpress plugin that lets users change the url of the login form page
of Wordpress site to anything they want. This plugin has over a million installations. The above m
-entioned versions of the plugin has a bypass issue that can be exploited to reveal the hidden path
to the new login page.
We have tested this auxiliary module on Wordpress WPS Hide Plugin version 1 .9.The download
information of the vulnerable software is given in our Downloads section. Let's see how this modu
-le works. Load the wp_wps_hide_login_revealer module as shown below.



Set all the required options. Since this is an auxiliary module, the check command doesn't work.

Execute the module.

As readers can see, the path to the hidden login page has been revealed.

Log4Shell LDAP Server Module

TARGET: Nil TYPE: Remote       MODULE : Auxiliary      
                                            ANTI-MALWARE : NA

Readers have seen in our previous Issues that to exploit log4shell (CVE-2021 -44228) an
LDAP server is needed to service JNDI LDAP URLs with properly encoded response data. This
auxiliary module provides a basic LDAP server. Load the LDAP module.



The data it hosts is provided by the file ` LDIF_FILE` . After setting all the options, execute the
module.

As readers can see, the LDAP server started in the background.

Can't
The U.S. Federal Communications Commission (FCC) added Russian

cybersecurity company Kaspersky Lab to the "Covered List" of companies
that pose an "unacceptable risk to the national security" of the USA.



Log4Shell Vulnerability Scanner Module

TARGET: Nil TYPE: Remote       MODULE : Auxiliary      
                                            ANTI-MALWARE : NA

As its name implies, this module performs a generic scan for the Log4shell vulnerability when
a target is provided. It does this by checking a series of Header fields and URI path. The LDAP
query will be received and processed by Metasploit itself. This module will also reveal vendor an-
d version information about the target. Let's see how this module works. First, let's start a Docker
container vulnerable to Log4shell as shown below.

Once the target is set, load the /scanner/http/log4shell_scanner module.





Set all the required options as shown below and execute the module.

As readers can see, the module successfully detected not only the Log4shell vulnerability but also
vendor and version information. That's all in MTM for this Issue. We will be back in the next
Issue.

Can't
A unknown hacking group has been observed deploying a previously
unknown rootkit targeting Oracle Solaris systems with the goal of

compromising Automatic Teller Machine (ATM) switching networks and
carrying out unauthorized cash withdrawals at different banks using

fraudulent cards.







The article I wrote years back on my blog about hiding a malware behind an image still receives
a lot of traffic. This shows the interest that hacker community shows in hiding malware behind an
image to deliver to the target. In this Issue, we will show our readers a tool that helps you to hide
malware behind an image. We will cover this guide from the installation (trust me it's bit of a pain
) in detail to its usage. We performed this installation on the latest version of Kali Linux, 2022.1 .
So let's start with the installation right away. First clone the tool from github as shown below.

Navigate into the cloned directory and get execute permissions on the FakeImageExploiter.sh file
if not already present.

Then execute the file as shown below.

FakeImageExploiter - Hiding Malware Behind an Image

TOOL OF THE MONTH

Can't
There is a new botnet called Cyclops that's making ASUS Routers its target.



It will check for all the applications and dependencies it needs to run and automatically download
all the dependencies it needs.

Trust me, it takes some time. It took me around 93 minutes for downloading all it needs.



The installation needed to be restarted as the system did not have WINE and it needed to be
installed. So I restart the installation and install WINE. While configuring WINE, configure it for
Windows 7 as it will prompt an error if you set it for Windows 10 while running the tool.

OOps. Nothing Here.



WINE is installed now.

So I run the tool again. Everything is installed except mingw32.

You cannot use apt install from Kali 2022.1 to install mingw32 as the rolling sources doesn’t have
it. So I add Kali Sana sources to the /etc/apt/sources.list as shown below and then install mingw32.





This time as I execute the tool again. It finds mingw32 and the tool works perfectly.

Before executing it, let me show you some of the settings of this file. Open the settings file using
any text editor.



I change the payload extension to exe from ps1 just for example.

We can also change the path for web server root directory if you want.

I save the file and run FakeImageExploiter.sh.

OOps! Nothing Here.



I click on "yes" to execute the framework.

Select the payload (malware) you want to hide behind an image.

Then it will prompt you select the image behind which you want to hide the payload. You can
choose any picture you want (make sure its jpg) . For this scenario, I will use the default images
given by the tool in the "pictures" folder.



Select an icon of your choice when prompted. You can set your own icon too or select the default
one as I did.

Give a name to the final payload. Make sure the name should be a lure to the victim.



While building the agent, the tool prompted that it did not find ResourceHacker and it will install
it.

Since the tool's documentation warned that the installation folder of Resource Hacker should be
"Program Files" but not "Program Files (x86)" I made the appropriate changes.

TrickBot, the banking trojan that emerged in 2016 has been recently
observed using MIkroTik Routers as proxy servers while connecting to its

Command & Control Server.



The Irish Data Protection Commission (DPC) on Tuesday slapped Facebook and WhatsA
The Irish Data Protection Commission (DPC) levied a fine of approximately
$18.6 Million on Meta platform, the owner of Facebook and WhatsApp for a
series of security lapses that occurred in violation of the European Union's

GDPR laws in the region.



However, even after I installed Resource Hacker, the tool began to say that Resource Hacker is
not installed yet.

The Irish Data Protection Commission (DPC) on Tuesday slapped Facebook and WhatsA
Google is about to buy Mandiant, a threat intelligence and incident response

firm soon.



I checked and confirmed that Resource Hacker was installed correctly in "Program Files" and not
"Program Files (x86)".

But the tool was looking for it in the "Program Files (x86)" folder. So I copied the "Resource
Hacker" folder from "Program Files" to "Program Files (x86)" as shown below.



Then I start the tool again. The process starts as same.



The Irish Data Protection Commission (DPC) on Tuesday slapped Facebook and WhatsA

Chinese Hackers are attacking Indian Power Grid Organizations using a
modular backdoor named ShadowPad.



This time the tool found the Resource Hacker.



When prompted, enter the IP address and listening port of the attacker system (In this case, kali
linux 2022.1 )

Select the Metasploit payload.



The tool will automatically start the Metasploit Handler.

The Fake image will be automatically on the web server by the tool. When the victim visits our
malicious web server (this requires social engineering) , he will download our fake image, It will
appear as image but actually a application.



When victim clicks on it, image we selected will open for him.

But on the attacker machine, we have a meterpreter session.

FakeImageExploiter does not have any Anti Virus Evasion abilities and
will be easily identified as malware.



How Tech Is Driving New Forms Of Domestic Abuse.

ONLINE SECURITY

Lisa Suguira

Senior Lectureer In Criminology and

Cybercrime,

University Of Portsmouth

Jason R. C Nurse

Associate Professor In Cyber security,

University Of Kent

Perpetrators of domestic abuse are increasingly
exploiting digital tools to coerce and control thei
-r victims. Where there is abuse in a relationship,
technology will also feature in how that abuse is
conducted. Police forces now expect as much,
when responding to cases of domestic abuse.

Such technological abuse features everyday
tools, from smart devices to online platforms an-
d mobile phone apps. And
the information on where to
find them and how to use
them is easily accessible
online, often using a
simple Google search.

To understand the extent of this problem, we
conducted a wide-ranging study for the UK
government. We reviewed 146 domestic abuse
cases reported in British and international media
, and conducted in-depth interviews with suppor-
t charity workers and frontline police officers in
England.

We found that abusers often have physical
access to their partners’ devices and use them to
monitor, harass and humiliate. Abusers can forc-
e their victims to disclose passwords, PIN codes
or swipe patterns to get into their devices so they
can install sypware – all without sophisticated
tech knowledge.

Geolocation software and other surveillance
spyware provide new possibilities for abusers to
monitor and track victims’ movements. In our
study, we found hundreds of tools online that

could be used for these purposes.

Some apps are hint at the possibility of allowing
hidden surveillance. One survey found a 93%
increase in the use of spyware and “stalkerware”
apps since the beginning of the pandemic.

We also found that there are tracking apps
which are designed for legitimate purposes, such
as child or anti-theft protection, and which are
widely available on equally legitimate sites and
app stores. Research shows these have been exp
-loited to spy on or reportedly to stalk a partner
(or ex-partner) . Studies now refer to them as
dual-use apps.

Similar concerns have been voiced about
covert monitoring devices and smart tech such
as Apple’s AirTags. These small bluetooth devic
-es are designed to be paired with tracking apps

for finding lost belongings,
such as car keys. But sta-

lkers have reportedly
exploited them too.

It’s not just smart devices
that are being used to access personal informatio
-n. Smart locks, thermostats, networked TV and
sound systems, as well as security monitoring
equipment are also being exploited to control
and terrify victims – to monitor their movements
and any visits they get.

Further, where an abuser has access to cloud-
based voice services, they will be able to access
past conversations, order information and other
data that might give them insights into the plans
of a victim, potentially even if they are planning
to leave.

We found that fake accounts on online platforms
and social media are often set up with abusive
intent. They can be used to present the victim in

(Cont'd On Next Page)

"In other instances we noted that
perpetrators, in setting up fake social

media profiles of their victims, have used
these to disseminate intimate images of



a derogatory manner. A man in Liverpool was
jailed after he listed his ex-girlfriend’s workplace
in accounts set up in her name on swinger and
dating platforms.
Legally, this is a grey area. Hacking a person’s

account is a clear criminal offence, while impers-
onating someone to create a fake account is not.
In some but not all instances, it can be argued
that doing so constitutes cyber-harassment.

A case in point is the man who, in 2018,
reportedly set up a fraudulent Facebook profile
of his ex-wife in which he falsely claimed she fan
-tasised about being raped. Because he included
contact details in the profile, a random stranger
turned up at her workplace to meet her.

Similarly, in 2017, another man allegedly set
up fake Grindr accounts in the name of his ex-
boyfriend. Over 1 ,000 men turned up at the victi
-m’s house and workplace, looking for sex.
Elsewhere, perpetrators are engaging in image-

based sexual abuse. People might threaten to rel
-ease intimate pictures or videos to retain control
over their victim.

In other instances we noted that perpetrators,
in setting up fake social media profiles of their
victims, have used these to disseminate intimate
images of their victims. Other means of distribut-
ing these materials have been to send them dire-
ctly to friends, family, and employers, as well as
publishing them publicly online.

The term “revenge porn” is widely unders
-tood as the sharing or distribution of nude or
sexual images by jilted ex-lovers whose primary

motivations are revenge or retribution. It does
not, however, capture the full range of motivatio-
ns under which perpetrators might be operating,
from blackmail and extortion to control, sexual
gratification, voyeurism, social-status building an-
d monetary gain. It also focuses attention on the
content of the image, rather than on the abusive
actions of perpetrators who misuse nude or
sexual images.

Technological abuse does not require IT
proficiency. Perpetrators are using everyday, aff-
ordable, accessible tech. What we need is a bett-
er, more accurate definition of what constitutes
domestic abuse and support services that are
equipped to deal with it. As one charity worker
we spoke to put it:

"We know that domestic violence takes place
online as well, but our service provisions tend to
be very much shelters, workers, keyworkers, sup
-port officers, social workers who deal with the

physical act and taking people out of a situation.
But when you talk about a phone and other digit

-al devices, I don’t think we’re there yet."
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As Ukrainian cities come under air attack from
Russian forces, the country has also suffered the
latest blows in an ongoing campaign of cyber
attacks. Several of Ukraine’s bank and governm-
ent department websites crashed on Wednesday
, the BBC reports.

The incident follows a similar attack just over
a week ago, in which some 70 Ukrainian govern-
ment websites crashed. Ukraine and the United
States squarely blamed Russia.

With a full-scale invasion now evident,
Ukraine can expect to contend soon with more
cyber attacks. These have
the potential to cripple infra-
structure, affecting water,
electricity and telecom -
munication services –
further debilitating Ukraine as it
attempts to contend with Russian military aggres
-sion.

Cyber attacks fall under the traditional attack
categories of sabotage, espionage and subversio-
n.

They can be carried out more rapidly than
standard weapon attacks, and largely remove ba
-rriers of time and distance. Launching them is
relatively cheap and simple, but defending again
-st them is increasingly costly and difficult.

After Russia’s withdrawal from Georgia in
2008, President Vladimir Putin led an effort to m
-odernise the Russian military and incorporate c-
yber strategies. State-sanctioned cyber attacks ha
-ve since been at the forefront of Russias warfare

strategy.
The Russian Main Intelligence Directorate

(GRU) typically orchestrates these attacks. They
often involve using customised malware (malicio
-us software) to target the hardware and software
underpinning a target nation’s systems and infra-
structure.

Among the latest attacks on Ukraine was a
distributed denial of service (DDoS) attack.

According to Ukraine’s minister of digital
transformation, Mykhailo Fedorov, several Ukrai
-nian government and banking websites went
offline as a result. DDoS attacks use bots to floo-
d an online service, overwhelming it until it cras-
hes, preventing access for legitimate users.

A destructive “data-wiping” software has also
been found circulating on hundreds of computer
s in Ukraine, according to reports, with suspicion

falling on Russia.
On February 15, Ukraine’s
cyber police said citizens

were receiving fake
text messages claiming ATMs had

gone offline (although this wasn’t confirmed).
Many citizens scrambled to withdraw money,wh
ich caused panic and uncertainty.

In December 2015, the GRU targeted Ukraine’s
industrial control systems networks with destruct
-ive malware. This caused power outages in the
western Ivano-Frankivsk region. About 700,000
homes were left without power for about six
hours.

This happened again in December 2016.
Russia developed a custom malware called
CrashOverride to target Ukraine’s power grid. A
-n estimated one-fifth of Kiev’s total power capac
-ity was cut for about an hour.

More recently, US officials charged six
Russian GRU officers in 2020 for deploying the

(Cont'd On Next Page)
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NotPetya ransomware. This ransomware affecte-
d computer networks worldwide, targeting hospi
-tals and medical facilities in the United States,
and costing more than US$1 billion in losses.

NotPetya was also used against Ukrainian
government ministries, banks and energy compa
-nies, among other victims. The US Department
of Justice called it “some of the world’s most des
-tructive malware to date”.
Another Russia-sponsored attack that began as

early as January 2021 targeted Microsoft Exchan
-ge servers. The attack provided hackers access
to email accounts and associated networks all ov
-er the world, including in Ukraine, the US and
Australia.

Ukraine faces serious risks right now. A major
cyber attack could disrupt essential services and
further undermine national security and sovereig
-nty.

The support of cyber infrastructure has been
recognised as an important aspect of internation-
al aid. Six European Union countries (Lithuania,
Netherlands, Poland, Estonia, Romania and
Croatia) are sending cyber security experts to
help Ukraine deal with these threats.

Australia has also committed to providing
cyber security assistance to the Ukrainian govern
ment, through a bilateral Cyber Policy Dialogue.
This will allow for exchanges of cyber threat
perceptions, policies and strategies. Australia has
also said it will provide cyber security training
for Ukrainian officials.

The international implications of the
Russia-Ukraine situation have been noted. Last
week New Zealand’s National Cyber Security

Centre released a General Security Advisory
encouragi- ng organisations to prepare for cyber
attacks as a flow-on effect of the crisis.

The advisory provides a list of resources for
protection and strongly recommends that organi
-sations assess their security preparedness against
potential threats. The Australian Cyber Security
Centre has since issued similar warnings.

Historically, Russia has managed to evade
much of the responsibility for cyber attacks. In
conventional warfare, attribution is usually straig
-htforward. But in cyberspace it is very complex,
and can be time-consuming and costly.

It’s easy for a country to deny its involvement
in a cyber attack (both Russia and China routine
-ly do so) . The Russian embassy in Canberra has
also denied involvement in the latest attacks
against Ukraine.
One reason plausible deniability can usually be

maintained is because cyber attacks can be laun-
ched from an unwitting host. For example, a vic-
tim’s compromised device (called a “zombie”
device) can be used to continue a chain of
attacks.

So while the operation may be run by the
perpetrator’s command and control servers, trac
-ing it back to them becomes difficult.
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